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Abstract—In this paper, we propose a novel user scheduling
that achieves the optimal multi-user diversity gain in multi-cell
uplink networks with multiple eavesdroppers. In the proposed
scheduling, each base station (BS) selects a certain user based
on two pre-determined thresholds (i.e., scheduling criteria). The
first threshold is related to the amount of generating inter-
ference of the users to other BSs and the second threshold
is related to the maximum amount of information overheard
by the eavesdroppers in the network. Simulation results show
that the proposed scheduling significantly outperforms the other
scheduling algorithms in terms of secrecy throughput. Note that
the proposed scheduling can operate with a distributed manner
when time division duplex is adopted, i.e., no coordination among
different BSs is needed.

Index Terms—Cellular networks, inter-cell interference, multi-
user diversity, physical-layer security, secrecy capacity.

I. INTRODUCTION

Since the seminal paper by Shannon [1], there has been a

steady push to characterize the information-theoretic secrecy

and to establish the achievability of secure communications

in wiretap channels with eavesdroppers. Especially, to funda-

mentally analyze multi-user channel models with secrecy con-

straints, the essential role of secret-key generation [2], feed-

back [3], and cooperative jamming [4] has been highlighted as

a means of increasing secrecy rates. Since in most multi-user

scenarios, it is difficult to obtain the exact secrecy capacity

region, there has recently been a significant interest in ana-

lyzing the asymptotic performance of a variety of multi-user

wiretap networks assuming multiple sources/eavesdroppers in

terms of secure degrees-of-freedom [5], [6].

On the other hand, there are some results on the usefulness

of fading in single-cell broadcast channels, where one can

exploit a multi-user diversity gain: opportunistic scheduling [7]

and opportunistic beamforming [8]. Unlike the case of single-

cell scenarios [7], [8], interference between wireless links

existing in multi-cell networks is a critical problem. To solve

the interference problem in cellular networks, a distributed

opportunistic scheduling strategy was introduced in [9] while

achieving full multi-user diversity gain under a certain user

scaling condition. Moreover, scenarios obtaining the multi-

user diversity have been studied in cooperative ad hoc net-

works [10] and in cognitive radio networks [11].

Besides the studies in [7]–[11], an important factor that we

need to consider for secure communications is the presence of

(potential) multiple eavesdroppers in wiretap channels. In [12],

it has been studied how to exploit the multi-user diversity

gain by using an opportunistic trusted-relay selection over

two hops. The problem of broadcasting secret information was

also examined in [13], where it was shown that the average

secrecy rate is rather reduced as the number of receivers/users

increases, thus resulting in no multi-user diversity gain. In ad

hoc networks with multiple eavesdroppers [14], the achievable

secure rate scaling was characterized by using a multihop

transmission strategy, while the benefit of fading was not

analyzed under the network model. Recently, in single-cell
uplink wiretap networks having multiple eavesdroppers, it

was shown that the optimal multi-user diversity gain can be

obtained using a simple user scheduling method based on a

pre-determined threshold [15]. It however remains open how

to generalize the scheme in [15] to cellular network setups

having multiple active transmitters since inter-cell interference

issues also need to be carefully taken into account.

In this paper, we propose a novel opportunistic user schedul-

ing which achieves the optimal multi-user diversity gain, i.e.,

log logN , by exploiting the usefulness of fading even in an

uplink multi-cell wiretap network, which consists of M cells,

N legitimate users in each cell, and K malicious eavesdrop-

pers. In this network, we need to jointly take into account

inter-cell interference of cellular networks and the presence

of multiple eavesdroppers. To handle the above issues, in the

proposed user scheduling, instead of using complex coding

schemes (e.g., superposition coding), each base station (BS)

selects a certain user based on two pre-determined thresholds

(i.e., scheduling criteria). The first threshold is related to the

amount of generating interference of the users to other BSs

and the second threshold is related to the maximum amount

of information overheard by K eavesdroppers in the network.

To our knowledge, such a scheduling strategy, enabling both

interference management and perfectly secure communication

in a distributed fashion, for multi-cell uplink networks in the

presence of multiple sources/eavesdroppers has never been

proposed before in the literature. Numerical evaluation in-

dicates that the proposed opportunistic user scheduling has

a much higher secrecy throughput than that of the other

scheduling methods.
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Fig. 1. A multi-cell uplink wiretap network consisting of multiple BSs,
multiple users, and multiple eavesdroppers

The rest of the paper is organized as follows. Section II

describes the system model. The opportunistic user scheduling

based on thresholds is proposed in Section III. In Section IV,

the achievable secrecy throughput scaling of the proposed

scheduling is analyzed. Numerical results are shown in Sec-

tion V. Finally, conclusion is drawn in Section VI.

II. SYSTEM MODEL

For the system model, M cells are considered. In each cell,

N legitimate users communicate with a BS in the uplink.

Within the area of M cells, there exist K eavesdroppers which

try to overhear the communications from users to BSs. We

assume that all nodes (user, BS, or eavesdropper) are equipped

with a single antenna. Figure 1 shows an example of the

system model when M = 3 and K = 3.

The term αium
hium

∈ C denotes the channel coefficient

between user um in the m-th cell and the BS i, consisting

of the large-scale path-loss component αium and the small-

scale fading component hium
, where um ∈ {1, · · · , N} and

i,m ∈ {1, · · · ,M}. The term βkum
gkum

∈ C denotes

the channel coefficient between user um in the m-th cell

and the k-th eavesdropper, consisting of the large-scale path-

loss component βkum and the small-scale fading component

gkum
, where k ∈ {1, · · · ,K}. For simplicity, we assume

that all legitimate users experience the same degree of path-

loss attenuation to the BS, i.e., the large-scale term αium
is

assumed to be 1. 1 The small scale fading follows the complex

Gaussian distribution, having zero mean and unit variance

and being independent across different i, k and um. We also

assume a block-fading model, i.e., the channels are fixed

during one block (e.g., frame) and changes independently for

every block. Suppose that only one legitimate user transmits

1In practical wireless systems, the path-loss component of users is different
from each other. However, as explained in Section 4, the path-loss does not
affect the throughput scaling which is the main theoretical result of this paper.

its data packet through a certain scheduling algorithm in each

cell.2

Then, when users u1, u2, · · · , uM , are transmitting, the

received signals at the i-th BS, yi ∈ C, and at the k-th

eavesdropper, wk ∈ C, are given by

yi = hiui
xui

+
M∑

m=1
m �=i

hium
xum

+ zB,i, for i = 1, 2, · · · ,M,

wk =
M∑

m=1
βkum

gkum
xum

+ zE,k, for k = 1, 2, · · · ,K,

(1)

where xum represents the transmit symbol of user um. zB,i ∈
C and zE,k ∈ C denote circularly symmetric complex additive

white Gaussian noise (AWGN) at the i-th BS and the k-

th eavesdropper, respectively, having zero-mean and variance

N0. We assume that each user has an average transmit power

constraint E[|xi|2] ≤ P . For a notational convenience we

denote the transmitted SNR as ρ = P/N0.

Suppose that the um-th user knows its channel gains to the

BSs and the eavesdroppers, i.e., hium
and βkum

gkum
. The

secrecy throughput of the i-th cell is then expressed as [16],

[17]:

Ci = CB,i − CE,i, (2)

where

CB,i = log

(
1 +

ρ|hiui
|2

1 + ρ
∑M

m=1,m �=i |hium
|2

)
, (3)

CE,i = log

(
1 + max

k∈{1,2,··· ,K}

{
ρ|βkui

gkui
|2

1

+ ρ

M∑
m=1,m �=i

|βkum
gkum

|2
⎫⎬
⎭
⎞
⎠ . (4)

Here CB,i denotes the achievable data rate of the i-th cell

when there are no eavesdroppers, while CE,i denotes the

data rate loss due to the eavesdroppers. As observed from

(2), the secrecy throughput of each cell is affected by other

cell interference from users as well as the eavesdroppers.

Hence, user scheduling should be carefully designed in order

to exploit the multi-user diversity.

III. OPPORTUNISTIC USER SCHEDULING WITH

THRESHOLDS

When there are no eavesdroppers and no inter-cell interfer-

ence in an uplink network, it is well known that the optimal

throughput scales as log logN when the number of users in

a network (N ) tends to infinity [7]. However, the optimal

secrecy throughput scaling in the multi-cell uplink has not

been shown. In this section, we propose a threshold-based

scheduling algorithm which achieves the same throughput

scaling even though there exist both inter-cell interference

and eavesdroppers. In the proposed user scheduling algorithm,

in each cell one user is selected in the sense of having

large channel gain to the serving BS as well as reducing the

2It is sufficient to achieve full degrees-of-freedom gain in this model.
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capacity loss due to the eavesdroppers and reducing generating

interference to other BSs. The i-th BS finds a certain user that

has the largest channel gain among the users satisfying the

following two criteria:

ρ|hmui
|2 ≤ ηB , for m = 1, · · · , i− 1, i+ 1, · · · ,M, (5)

ρ|βkui
gkui

|2 ≤ ηE , for k = 1, 2, · · · ,K, (6)

where ηB and ηE denote two pre-determined positive thresh-

olds. In particular, the value ηB and ηE are set to small

values in order to assure that the capacity loss due to inter-

cell interference and the eavesdroppers is small. Suitable

values of ηB and ηE will be specified in the next section.

The users satisfying (5) and (6) send scheduling requests to

their corresponding BSs. Note that each user can determine

the feedback of the scheduling request in the case of time

division duplex (TDD) because it can estimate the channels

via pilot signals from BSs, and thus the proposed scheduling

can operate with a distributed manner in each cell.

IV. SECRECY THROUGHPUT ANALYSIS

In this section, we show that the user scheduling proposed

in Section III asymptotically achieves the optimal multi-user

diversity gain, i.e., log logN , in each cell. The achievability

is conditioned by the scaling behavior between the number of

users N , and the received SNR. We analyze how N scales

with SNR so as to achieve the optimal multi-user diversity

gain in the multi-cell uplink networks with eavesdroppers. We

start from the following lemma.

Lemma 1: Let f(x) denote the value of the function f at

position x, where the function f is given by f : [0,∞) → R
with x �→ f(x). If 0 < f(x) ≤ 1, lim

x→∞ (1− f(x))
x

converges

to zero if and only if lim
x→∞xf(x) tends to infinity.

Proof: See Appendix A.

Since the channel coefficient is assumed to follow complex

Gaussian distribution, the term |h|2 (= |hium
|2 or |gkum

|2)
is exponentially distributed, and its cumulative distribution

function (CDF) is given by

Pr
{|h|2 ≤ x

}
= 1− e−x for x ≥ 0. (7)

Thus, the CDF of the largest value among L exponential

random variables is given as

FL(x) = (1− e−x)L. (8)

A lower bound on FL(x) is provided in the following lemma.

Lemma 2: For any 0 ≤ x < 1, FL(x) in (8) is lower-

bounded by

FL(x) ≥ cLx
L, (9)

where cL = (1− e−1)L.

Proof: From the concavity of 1− e−x, we have

1− e−x ≥ (1− e−1)x, for 0 ≤ x < 1, (10)

which completes the proof.

Now, we are ready to establish the main result of this paper.

Theorem 1: For a given constant ε ∈ (0, 1), the proposed

user scheduling achieves log(ερ logN) secrecy throughput

scaling with high probability (whp) in the high SNR regime

if N scales as ρ
K+M−1

1−ε0 for a constant ε0 ∈ (ε, 1).

Proof: In order to prove this theorem, we first slightly

modify the proposed scheduling algorithm to have the de-

graded performance, while still achieving the secrecy through-

put scaling. Under the modified scheduling, the BS in the i-th
cell randomly selects one user among users satisfying (5), (6)

and the following criterion:

|hiui
|2 ≥ ηtr, ui = 1, 2, · · · , N. (11)

Since the proposed scheduling selects the user showing the

maximum signal strength at each BS while satisfying (5) and

(6), the proposed scheduling always result in a better secrecy

throughput performance than the modified scheduling in this

section. Therefore, the throughput of the modified scheduling

can be regarded as the lower bound of the throughput of the

proposed scheduling in Section III.

Suppose that ηtr = ε logN . Let β be the maximum value

among βkum
where k ∈ {1, · · · ,K}, m ∈ {1, · · · ,M}

and um ∈ {1, · · · , N}. Then, in the i-th cell, the event

that user ui satisfies the three conditions (5), (6) and

(11) occurs with a probability larger than or equal to

FM−1(ηB)FK(ηEρ
−1β−2)e−ηtr . The probability that at least

one user satisfies the three conditions in each cell is lower-

bounded by

1− [1− FM−1(ηBρ
−1)FK(ηEρ

−1β−2)e−ηtr
]N

. (12)

By Lemma 1, (12) converges to 1 as N tends to infinity, if

and only if

lim
N→∞

NFM−1(ηBρ
−1)FK(ηEρ

−1β−2)e−ηtr →∞. (13)

From Lemma 2, the term in (13) can be lower-bounded by

lim
N→∞

NcM−1(ηBρ
−1)M−1cK

(
ηEρ

−1β−2
)K

e−ηtr

= cM−1cKηM−1
B ηKE β−2K · lim

N→∞
N

ρK+M−1
e−ε logN

= cM−1cKηM−1
B ηKE β−2K · lim

N→∞
N1−ε

ρK+M−1
,

which increases with N (or equivalently ρ) as N scales as

ρ
K+M−1

1−ε0 for ε0 ∈ (ε, 1). Hence, there exists at least one user

satisfying (5), (6) and (11) whp. From (5), (6) and (11), we

can calculate the following bounds for CB,i and CE,i as

CB,i ≥ log

(
1 +

ρηtr
1 + (M − 1)ηB

)
,

CE,i ≤ log

(
1 + max

k∈{1,2,··· ,K}
ρ|gkui |2

)
≤ log (1 + ηE) .

(14)
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Fig. 2. Secrecy throughput for varying ηB and ηE when K = 3, M = 3,
N = 100 and ρ = 0dB.

From (2), a lower bound on the achievable secrecy throughput

of the i-th cell is finally given by

Ci ≥ log

(
1 +

ρηtr
1 + (M − 1)ηB

)
− log (1 + ηE)

= log

(
1

1 + ηE
+

ε · ρ logN
(1 + ηE)(1 + (M − 1)ηB)

)
= log (d1 + d2ερ logN) ,

(15)

which scales as log(ρ logN), under the condition that N

scales as ρ
K+M−1

1−ε0 , where d1, d2 > 0 are constant values. This

completes the proof of the theorem.

V. NUMERICAL RESULTS

In this section, we perform extensive computer simulations

in order to evaluate the secrecy throughput of the proposed

scheduling in the multi-cell uplink networks and investigate

the effect of the parameters N , ρ and K on the secrecy

throughput. Figure 2 shows the secrecy throughput for varying

ηB and ηE when K = 3, M = 3, N = 100 and ρ = 0dB.

We can observe that the maximum secrecy throughput, 0.64

(bps/Hz), is obtained when ηB = 1.33 and ηE = 1.01. We

need to carefully choose the scheduling criteria to maximize

the secrecy throughput in various environments. In the follow-

ing figures, we obtain the secrecy throughput of the proposed

scheduling with the optimal criteria (ηB and ηE) which are

obtained through two dimensional exhaustive search.

Figure 3 shows the secrecy throughput for varying SNR (ρ)

when K = 3, M = 3 and N = 100. In this figure, four other

scheduling algorithms are also considered: No-IF, MaxSNR,

MinSNR-EV and MinSNR-OC. The term No-IF indicates the

user scheduling algorithm that only considers the threshold

related to eavesdroppers as in [15]. For No-IF, the optimal

threshold within each single cell is also numerically obtained.

The term of MaxSNR indicates the user scheduling algorithm

that selects the user having the maximum SNR at the BS

and the term of MinSNR-EV represents the user scheduling
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Fig. 3. Secrecy throughput for varying SNR (ρ) when K = 3, M = 3 and
N = 100.

algorithm that selects the user having the minimum SNR at the

eavesdroppers. The term of MinSNR-OC represents the user

scheduling algorithm that selects the user generating minimum

interference to the other cells. The proposed scheduling out-

performs other scheduling algorithms over all SNR values in

terms of secrecy throughput. Note that there exists the optimal

point such that the maximum throughput is achieved for all

scheduling algorithms according to SNR values, which means

that the increase of power at users does not lead to the better

secrecy throughput in the multi-cell uplink networks.

Figure 4 shows the secrecy throughput for varying the

number of legitimate users in a cell when K = 3, M = 3
and ρ = 0dB. By help of the multi-user diversity gain, all

scheduling algorithms yield better throughput as N increases

and the proposed algorithm significantly outperforms other

scheduling algorithms. The performance gap between the

proposed algorithm and the other algorithms increases as N
increases.

Fig. 5 shows the secrecy throughput of various scheduling

algorithms for varying the number of eavesdroppers, K. The

proposed scheduling yields the best performance. However,

the throughput gain of the proposed algorithm over the No-

IF scheme becomes smaller as the number of eavesdroppers

increases. This is mainly because the throughput loss due to

the eavesdroppers becomes more dominant than loss from

the other cell interference as the number of eavesdroppers

increases.

VI. CONCLUSION

We proposed a user scheduling that achieves the optimal
multi-user diversity gain in multi-cell uplink networks with

multiple eavesdroppers, in which each BS selects a certain

user by considering both the amount of generating interference

from users to other BSs and the amount of information

overheard by eavesdroppers. In the proposed scheduling, the

thresholds should be carefully determined for better perfor-
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mance. Extensive simulation results verify that the proposed

scheduling significantly outperforms the other scheduling al-

gorithms in terms of secrecy throughput.

APPENDIX

If lim
x→∞xf(x)→∞, then it follows that f(x) = ω

(
1
x

)
[18],

thus resulting in

lim
x→∞ (1− f(x))

x
= o

(
lim
x→∞

(
1− 1

x

)x)
= o(1)

for 0 < f(x) ≤ 1. It is hence seen that lim
x→∞ (1− f(x))

x

converges to zero. If lim
x→∞xf(x) is finite, then there exists a

constant d3 > 0 such that xf(x) < d3 for any x ≥ 0. We then

have

lim
x→∞ (1− f(x))

x
> lim

x→∞

(
1− d3

x

)x

= e−d3 > 0,

which completes the proof.
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